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An organization’s 
behavior changes 
slowly over time

Changes must be 
iterative while 

working toward 
long-term goals

There is no single 
recipe that works 

for all 
organizations

A solution must 
enable risk-based 
choices tailored to 
the organization

Guidance related 
to security 

activities must be 
prescriptive

A solution must 
provide enough 
details for non-
security-people

Overall, must be 
simple, well-
defined, and 
measurable

OWASP Software 
Assurance 

Maturity Model 
(SAMM)
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PROTECT

Tools: Enterprise Security API (ESAPI), CSRFGuard, AppSensor, 
ModSecurity Core Rule Set Project

Docs: Development Guide, Cheat Sheets, Secure Coding Practices - Quick 
Reference Guide

DETECT

Tools: OWTF, Broken Web Applications Project, Zed Attack Proxy

Docs: Code Review Guide, Testing Guide, Top Ten Project

LIFE CYCLE

SAMM, Application Security Verification Standard, Legal Project, WebGoat, 
Education Project, Cornucopia
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• Roles & ResponsibilitiesPeople

• Activities
• Deliverables
• Control Gates

Process

• Standards & Guidelines
• Compliance
• Transfer methods

Knowledge

• Development support
• Assessment tools
• Management tools

Tools & 
Components

Risk Training


